Procedures Manual

Identity Finder

Prevent Identity Theft
Find Personal Information

Protect Your Privacy :

1. Removing sensitive information




Running ldentity Finder

* ldentity Finder (IDF) is a program that
finds sensitive personal information on
your computer.
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R . Search Display Actions
- IDF is automatically loaded on your T ra— TR
7 # ci\dacuments and sg Identity Finder Search Summary Matches
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i Identity Finder has completed its ssarch and found [dentity
computer. eyt e

I 8] c:\docurments and se 532

7 8 c:\documents and sg Search Results Summary F532
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L = Size:25 KB Read-onk
—| Microsoft Office Word 97 - 2003 Document TR '
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Search Completed in 0 days, 0 hours, 24 minutes, and 36 seconds
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Removing sensitive information

=1 Bk Identity Finder - B X

Main Identities Locations Configuration Tools o

L] — = —
 These are the files ONON ¢ S8k
Stat  Stop || Fiter Collapse Status | Shred Saub Secure Quarantine Regycle Ignore

Results All Rows Window

- . Search Display Adions
Location Date Modified | Size Identity Matct # Preview Pane X
0 dfied [ h =
(m] ﬁCI\DDEumEHlS and SettingstlamorganiMy D...\CopySensellserGuide.pdf  7/1/2010 3MB I3 5upport 1 maritor ko the appliance you can loginas &
[ " C:{Program Fles|AdobelAcrobat 9.0\Designer B.2iEMSa.. \E-Ticket pof 5/23{2008 103 KB (O] 35620564 1 E,Eropm e
=, . . 7 (% C:{Program Fles|L ANDeslqDClntiDatalL DAPPL,INT FHE[000  1MB =] @ Multple Matches 14 Login: resetpw or restore
ensitive Information > R
[ ] - [E115600022 1 Login: config or network_test
L @ 121760488 1 Passward: [no password]
r 1141069784 1 then press the Enter key.
- [C] 168703116 1 |
L B 221242541 1 T
- G ze616188 1 %
- [E227190984 1
- B 278927552 1 !
- 21282245 1
L] - [ 260183480 1 Note that the restore user resets the
management hosks and subnets to
. - [E 392155157 1 0.0.0.0:0.0.0.0,
- 401633672 1 allowing any IP addresses to administer
L maomaezn 1 || the appliance. You should immediately
return to
. a [} C:\Program Files|LANDeskLDClientisdmeachelLDAPPLE.IND 7/15/2009 1ME [=] [y Multiple Matches 14 aworkstation, connect to the appliance
L @ tocz0474 1 web site, and set the administration
passward, See
’ F [CJ 119600022 1 the section Setup | Passwords. The 551
L @ tzt7sesee . m:mte onthe applinces aboreset
. [ 141063784 1 will cause your browser b prompk you
ositives can be deleted B
3
F Ozt ! aoolance adninistration web oaves. g
CopySenselserGuide. pdf Datee Modfied: 712010 Encrypted with EFS ;
-k Adobe Acrobat Document Sizei 3 M Reatk-only

]
Cwner: Pyl amorgan Hidden
I [ Search Completed in O days, 0 hours, 13 minutes, and 52 seconds 3 3 o
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Removing sensitive information

Identity Finder

« These icons are used to

Toals
Shred, Scrub, and Secure = =& O 2
Or Ignore the flndlngs / Shred Scrub Secure Quarantine Recycle Ignore

Actions

. - - | Date Modified | Size ]
A” flndlngs MUST be woenselserGuide.pdf 7f1/2010 3IMB Els
resolved by one of these
options.
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Removing sensitive information

Use these tabs to shred or Scrub the
 Shred utilizes a secure matches

wiping technique to delete : \i

r/‘i) =" SC
- Main Yonfigur Tools (7]
fIIeS- @ )Y e @
stat  Stop Filter Collapse Status | Shred Scrub Secure Quarantine Recydle Ignore
- Results All Rows Window - -
Search || Disply | Adions
r You have Identity Matches In other files, What action would you lketotsker ——— PreviewPane X
. Flease select one of the matches in this
PY location. |
u I W y u Secure Selected Quarantine Selected
[ shred Selected [} 1anare Selectad Locations
[ Recyrle Selected ' Skip Remaining Items
I lo OI lger I lee t e | <back || mext> || || e |

7777777777
1111111111

personal information but R g
want to keep the original = H
item. This feature is also
known as Redact.
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Removing sensitive information

 The preview Pane on the—__

rlght ShOWS the SuspeCted | |D|Identityr~“latn:h # [ PPreview Pane X

p asswor d cre d It car d # or I3 Suppart 1 | | manitar to the appliance you canloginas a
' the
3 6203 1 appropriake user;
S S N . =) [ Multiple: Matches 14 Login: resetpw o restore

- [0 103204745 yﬂ Support |

|
- [ 119600022 1 Login: config or network_test
. W= Password: [no password]
+ Look at each line and ——
decide if the data should Teerostis !

be pI’OteCted or ignored./—ﬂ??m?qm
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Removing sensitive information

* Inthis case, the password ™

5 c — EEE
(Support) is an example in i
a user gL”de, It Can be Seiure Quarantine Recycle Ign‘ure
I Adtions This Item Location
Ignored. |Date Modified |5}a/;’ This Identity Match ' |# |" Presiew Pane
epdt 712010 3 ME Manage Tgnore List 1 manitar ko the appliance
o SpAf0R  103KE e L gﬁmmiate S
« Highlight the line and Click_~ szt ﬁ’jﬂ“;j]'j?’j;““ﬁ T || patrd Suppor
‘Ignore’, then ‘This Item
Location’.
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Removing sensitive information

Atinns

. Identity Finder : “ Preview f
¢ Verlfy that you Want to Useruid ] ;Ttlewtt

. h . I . enad [0 IgnoreFi le the
I g n O re t IS Ocatl O n " Are vwou sure wou wank to ignore this File location? ) ap'if;g?
CopySensellserGuide. pdf Passi

Lagin:
- Passw

. A . E' : 3
¢ CI | Ck YeS E = T then pres
@ Display Full ikerm =
l: 226616188 1
227190984 1 106
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Removing sensitive information
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D6 §EE BEE

Start Stop Filter Collapse Status Shred Scrub Secure Quarantine Regycle Ignore
= Results All Rows Window = v

Search Display Adtions

ocation ate Modified | Size erikity Matc keview Pane
I [ Locat |Date Madfied |5i || O dentity Match # = Previewp
J ?‘C:'I,Prngram FilesiAdobel Acrobat 9,04Desioner 8.21EM\9a. . \E-Ticket pdf 5/23/2008 103 KB [Z]) 385-62-0364 1
O |3 C:iProgram FilesiLANDeskiLDCientiDatatLDAPPLI. INT 7115/2009 1 ME =) [y Mulkiple Matches 14 I:gslr?.lj s

t [C] 103204745 1 of Birth o
385-62-03b64
(5] 119600022 ! March 15, 1975

* The file will be removed from
the list and the next match
will be shown in the preview
pane and highlighted.
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Removing sensitive information

« If Shred is chosen a
verification box also pops
up, choose Yes to shred

Configuration Tools

=

Scrub Secure Quarantine Regycle Ignore

- -

the document.

Actions
|Date Modified |Size | |D |Identity Match |# |: Prewiew Pane
8.21EM15a,, \E-Ticket.pdf 5/23/2008 103 KB [=1 385-62-0364 1
(613 555-2256
PL3.INI 14
Identity Finder 33t L.
1 of Birth Sex
. 385-62-0364
Shred File ! March 15, 1975 Femak

1 Male

A shredded file can never be recovered, Are you sure you 1

wank ta shred this file?
1

E-Ticket.pdf 1
) _ | Medical Infarmation

Alwizys shred file 4>+ G | | Mo 1 Yas Mo
! Asthma
@ Disola Full itern 1 Diabetes
Seizure Disorder
= =Hz ATy ! Heart Disease

1 Hypertension

[E 352155157

Medication readired.
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Removing sensitive information

tities Locations Configuration Tools

* You will get 7 =

L 8[c

Ilter Collapse S5tatus Shred Scrub Secure Quarantine Recycle Ignore

sults All Rows Window ke K

verification that the ™ ..

| Date Modified | Size

| | 0| adentity Match

|#

|: Preview Pane

S e I e Cte d |te m WaS DeskiLDClientiDaka)LDAPPLS.INI 7)15/2009 1 MB

shredded. E—

Shred Item

Identity Finder has successfully shredded the selected item.

I Don't show this 2030 oK
+ Click OK- —>

=) [ Multiple Makches
- 103204745
- 119600022
- 1217658485
- 141065754
- 165703116
- 221242541
- 226616155

- [=] 227190954

(=R PR LR

14

1
1
1
1
1
1
1
1

Please select one of the matc
location,
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Removing sensitive information

TSNI=1" DE dentity Finde - 85X
n‘ @

Main Identities Locations Configuration Toals

« The next two ® @@ 8

Start Stop Filter Collapse Status Shred Scrub  Secure Quarantine Recycle Ignore
£ Results All Rows Window £ £

documents contain ..
| ] |Location |Date Modified |Siza | |D|Idantity Match |# |: Preview Pane X

J D C:\Program Files|LANDeskiLDClientiDataiL DAPPLS. IND Ff15/2009 1 MB = [ Multiple Matches 14 FPlease select one of the matches in this
I | @ 103204745 1 location,

multiple matches. [ s :
[ 1
1
1
1
1

1 =
A 7 I & 278927592 1
* Further examination S
1
1
reveals that the [Sown
L[] 423646236 1

[m] G C:\Program Files\LANDesk\LDClenthsdmcache | LDAPPLE. INI FH5/z009 1 MB = [ Multiple Matches 14

[ 1

are not real SSNs .l
1
1

and all can be 1 ,
| O 221242541 1 ”

| 226616158 1
1

.
I n O red [E] 227190084 -
- r LDAPPLI.INI Date Modified: 7§15(2009 Encrypked with EFS

Configuration Settings Slze: 1 ME Read-only
Cwner: LAMORGAN-F4IPPLYAdministratar Hidden
Readv Ll.ﬁcdum:jr_udchf_:ﬂl_
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Removing sensitive information

ations

« So select Ignore

» Status Shred Scrub  Secure Quarantine Recycle |Ignore
i - -

Actions — This [tem Location

® Then ‘Thls Item Thats Mo... - |Size This Identity Match

elreathie \LLAPPLS , I 7i15/z009 1 MB Manage ‘Ignore List'

L t'  E— ) TS0 TS
Oca Ion . — [=] 119600022

— [ 1217684585
— [ 141069754
- [ 1653703116
— [l 221242541

* These files will be

L[] 227190954

ignored in future

- 21282245
Scans. — [ 2891534580
— 392155157
- 401633672
L 423646256

L T = I R R N R T TR I TR
)
N
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Removing sensitive information (continued)

T ou'can also right-click on the match to
* You are to select !
shred, scrub, secure, |
guarantine, recycle or
ignore for each item ™ e

77 ) c:\documents and settings\margarit |y documentstest _ssni4.d¢ Dursies2
0 @)cid snle3 oy Durseese
4 A 385620364

=i 2115465322548

e £ Quarantine
o= 80l e
Recyde 5 4569-10-25892365
N 205460032
5 o 23569-10-2569 2038
’ = nore D682 !
iSings oh . Disesen L usesw
[ ]
n

2111 46532 2548

2111546532 2548
21115465325 11

2115465326264 14

GG

* If you do not select R e
one of the above, your
scan is incomplete.

@start| | @@ G~ (G - % | #)AddendumiDF.. |[&Tdentity Finder RN, 9 AUNG 1032AM

0
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Removing sensitive information

= Identity Finder
. I n th e e n d afte r aI I e Main Identities Locations Configuration Tools

®» @ | @ L] bl L 9o

- Start Stop Filter Collapse Status Shred Scrub Secure Quarantine Recycle Ignore
k4 Results All Rows Window
I Search Display Actions
[N i Date Mo,..  |Size
There are noitems to show,

reconciled, Identity
Finder should have
no Iltems to show.

* Close the program.
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Removing sensitive information omines

* If you have questions
or need help please
email
lamorgan@pvamu.edu

IdentRy Finder has completed ks ssarch and found no
TdentRy Matches that require your attention.

Total ocations searched duing this sesson: 4 -
issinizs Locatkns contanng & lesstonematchy 0 e,

Total number of matches across al locatons: 0 .

* Or call (936) 261-2126

#istart| | @@ &P (G % | #)AddendumIDFi... |[&Identity Finder
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