ARTICLE IN PRESS

Journal of Network and
Computer Applications ] (]]]]) ]]]–]]]
www.elsevier.com/locate/jnca

Detection of wormhole attacks in multi-path
routed wireless ad hoc networks: A statistical
analysis approach
Lijun Qiana,, Ning Songa, Xiangfang Lib
a

Department of Electrical Engineering, Prairie View A&M University, Prairie View, Texas 77446, USA
b
WINLAB, Rutgers University, Piscataway, NJ 08854, USA
Received 27 July 2005; accepted 28 July 2005

Abstract
Various routing attacks for single-path routing have been identiﬁed for wireless ad hoc
networks and the corresponding counter measures have been proposed in the literature.
However, the effects of routing attacks on multi-path routing have not been addressed. In this
paper, the performance of multi-path routing under wormhole attack is studied in detail. The
results show that multi-path routing is vulnerable to wormhole attacks. A simple scheme based
on statistical analysis of multi-path (called SAM) is proposed to detect such attacks and to
identify malicious nodes. Comparing to the previous approaches (for example, using packet
leash), no special requirements (such as time synchronization or GPS) are needed in the
proposed scheme. Simulation results demonstrate that SAM successfully detects wormhole
attacks and locates the malicious nodes in networks with different topologies and with
different node transmission range. Moreover, SAM may act as a module in local detection
agents in an intrusion detection system (IDS) for wireless ad hoc networks.
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1. Introduction
The application of multi-path techniques in wireless ad hoc networks attracts a lot
of attention recently because multi-path routing (MR) reduces the damages of
unreliable wireless links and the constantly changing network topology. Pham and
Perreau (2003) show that multi-path routing provides better performance in
congestion and capacity than single-path routing. When single-path on-demand
routing protocol such as AODV (Perkins et al., 2003) is used in highly dynamic
wireless ad hoc networks, a new route discovery is needed in response to every route
break. Each route discovery is associated with high overhead and latency. This
inefﬁciency can be avoided by having multiple paths available and a new route
discovery is needed only when all paths break.
In view of the advantages of multi-path routing in multi-hop wireless ad hoc
networks, recently there are several works on modeling, analyzing and developing
reliable and efﬁcient data delivery techniques using multiple paths, for example,
Tsirigos and Haas (2004a, b), Vasudevan and Sanyal (2004). However, all of them
focus on studying data delivery techniques with diversity coding (Ayanoglu et al.,
1993) using multiple paths rather than the security aspects of multi-path routing
itself.
Various routing attacks have been identiﬁed and speciﬁc solutions to each type of
the attacks are provided in the literature for single-path routing. Examples include
the wormhole attack (Hu et al., 2003a), rushing attack (Hu et al., 2003b), and
blackhole attack (Patcha and Mishra, 2003). Although there are many studies on
single-path routing security, very little is known about multi-path routing security.
For example, it is not clear how multi-path routing will perform under various
routing attacks. Security enhancement of single-path routing protocols have also
been proposed recently, for example, SEAD (Hu et al., 2002a), SRP (Papadimitratos
and Haas, 2002), Ariadne (Hu et al., 2002b), ARAN (Sanzgiri et al., 2002), and
secure AODV (Zapata, 2002). However, the appropriate security enhancement
mechanism for multi-path routing is not yet studied. It is pointed out later in this
section using wormhole attack as an example that although some of the wormhole
detection schemes for single-path routing may be extended to multi-path routing,
there is an alternative and better way to detect wormhole by taking advantage of the
resulted routes from multi-path routing, thus reduce overhead and increase
efﬁciency.
1.1. Multi-path routing
Split multi-path routing (SMR), introduced by Lee and Gerla (2001), is an ondemand routing protocol that constructs maximally disjoint paths. When the source
needs a route to the destination but no route information is known, it ﬂoods the
ROUTE REQUEST (RREQ) message to the entire network. Because the packet is
ﬂooded, several duplicates that traversed through different routes reach the
destination. The destination node selects multiple disjoint routes and sends ROUTE
REPLY (RREP) packets back to the source via the chosen routes. SMR is based on
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DSR but using a different packet forwarding mechanism. While DSR discards
duplicate RREQ, SMR allows intermediate nodes to forward certain duplicate
RREQ in order to ﬁnd more disjoint paths. In SMR, intermediate nodes forward the
duplicate RREQ that traversed through a different incoming link than the link from
which the ﬁrst RREQ is received, and whose hop count is not larger than that of the
ﬁrst received RREQ. For example, in Fig. 1, if node ‘‘f’’ broadcasts a RREQ to
destination node ‘‘j’’, the intermediate node ‘‘c’’ will receive many duplicate RREQs.
Suppose that the ﬁrst RREQ arrived at ‘‘c’’ is from ‘‘f ! a ! b ! c’’, whose hop
counter is 3, then any RREQ whose hop counter is larger than 3 will be discarded. In
addition, any RREQ comes from node ‘‘b’’ will also be dropped, such as the one
from ‘‘f ! g ! b ! c’’. In this example, only RREQ from ‘‘f ! g ! h ! c’’ will be
forwarded besides the ﬁrst received RREQ.
In this paper, an on-demand multi-path routing protocol similar to SMR is used
for route discovery. When a source needs a new route, it ﬂoods a RREQ to the entire
network and waits for responses. The intermediate node will forward the ﬁrst
received RREQ and the duplicate RREQ that has not been forwarded by the node
and whose hop count is not larger than that of the ﬁrst received RREQ. The
destination will wait certain amount of time (a design parameter) after receiving the
ﬁrst RREQ to collect all the obtained routes. The difference of the multi-path
routing protocol used in this paper from SMR in Lee and Gerla (2001) is that the
intermediate nodes do not consider the incoming link of the duplicate RREQ, thus it
may ﬁnd more routes than SMR. In the example above, unlike the case in SMR,
node ‘‘c’’ will forward the RREQ from ‘‘f ! g ! b ! c’’ as well.
1.2. Wormhole attack
Wormhole attack (Hu et al., 2003a; Wang et al., preprint; Wang and Bhargava,
2004; Zhen and Srinivas, 2003; Hu and Evans, 2004) is caused by attacker who
tunnels packets at one point to another point in the network, and then replays them
into the network from that point. The wormhole attack can form a serious threat in
wireless networks, especially against many ad hoc network routing protocols. Since
the tunneled distances are longer than the normal wireless transmission range of a
single hop, the source will prefer the path including the attackers. Then the attackers
may perform various attacks, such as the black hole attacks (by dropping all data
packets) and grey hole attacks (by selectively dropping data packets) (Patcha and
Mishra, 2003).
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Fig. 1. A multi-path routing example.

ARTICLE IN PRESS
4

L. Qian et al. / Journal of Network and Computer Applications ] (]]]]) ]]]–]]]

Wormhole attacks may be categorized as open, half-open and closed, as described
in Wang et al. (preprint). An example is given in Fig. 2. In (a), the wormhole nodes
‘‘b’’ and ‘‘c’’ tunnel the RREQ without appending any information to it. Then it
looks like ‘‘a’’ and ‘‘d’’ are directly connected without any other nodes exist in
between. This is the ‘‘open wormhole’’. In (b), the wormhole node ‘‘b’’ appends its
information. The link looks like ‘‘a ! b ! d’’, with one wormhole node included.
This is called a ‘‘half-open wormhole’’. In (c), the wormhole nodes ‘‘b’’ and ‘‘c’’ both
append their information. Then the link becomes ‘‘a ! b ! c ! d’’, with both
wormhole nodes exist in the route. This is named ‘‘closed wormhole’’.
Because the wormhole nodes do not modify or fabricate packet, cryptographic
techniques can not detect this type of attack. It is a severe attack in ad hoc networks
that is particularly challenging to defend against.
In Hu et al. (2003a), ‘‘packet leash’’ is introduced to defend against wormhole
attack by adding information about geography or time to a packet to restrict the
packet’s maximum allowed transmission distance. This scheme requires time
synchronization and GPS.
Secure tracking of node encounters (SECTOR) is proposed in Capkun et al. (2003)
that applied similar principle as packet leashes, with the difference that it measures
the distance at a single hop. SECTOR requires special hardware at each node to
respond to a one-bit challenge with one-bit response immediately using MAD
protocol (Capkun et al., 2003).
Another approach is proposed recently by Wang et al. (preprint). The basic idea is
to use an end-to-end mechanism where each node will append its time and location
information to a detection request, and the destination will perform checks on the
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Fig. 2. 3 types of wormholes.
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claimed time and locations to identify wormhole attacks. To lower the overhead,
Cell-based Open Tunnel Avoidance (COTA) is proposed for distributed processing.
The idea of using round-trip time (RTT) to verify whether a node is a real
neighbor or not is proposed by Zhen and Srinivas (2003). When a node receives a
RREQ, it will check the RTT. If the RTT exceeds a threshold, the RREQ will be
dropped. Otherwise, the RREQ is a legal request. This mechanism can detect replay
attacks and sort out wormhole attacks in AODV. However, it implies that the
routing messages cannot be altered and all nodes are time synchronized, and a key
pair exists between any node pair.
Multi-dimensional scaling (MDS) is adopted in Wang and Bhargava (2004) to
detect wormholes in sensor networks. The approach is based on the observation that
the network with normal nodes has different visualization from that with attack
nodes. It requires that the distance for almost all node pairs can be obtained by a
center node (with more power and capacity). Then the layout of the network can be
reconstructed and visualized.
A cooperative protocol whereby nodes share directional information is proposed
in Hu and Evans (2004) to prevent wormhole attacks assuming that nodes are
equipped with directional antennas. It adopts directional antennas technique to
maintain accurate information about their neighbors. Directional antennas can
transmit farer in some sector than in other sectors, so they can obtain relative
direction information. When cooperating with other nodes, possible neighbors can
be veriﬁed.
The performance of multi-path routing under routing attacks will be investigated
in this paper. Speciﬁcally, the performance of an on-demand multi-path routing
protocol (similar to SMR proposed in Lee and Gerla (2001)) under wormhole attack
(Hu et al., 2003a), is our principle interest here and is used as an example in a series
of simulation studies. The objectives of this paper are: (1) to examine the
performance of multi-path routing under wormhole attacks, (2) to propose a
statistical analysis scheme to detect routing attacks (speciﬁcally wormhole attacks)
and to identify malicious nodes, based solely on the information collected by multipath routing, and (3) to extend the statistical analysis approach to other source
routing schemes (not necessarily multi-path routing) as long as enough routing
information is available.
Although some of the proposed wormhole detection schemes (such as packet leash
Hu et al., 2003a) may be extended to multi-path routing, the computational
complexity and the associated overhead will increase dramatically because the
number of paths involved in a multi-path routing is usually an order of magnitude
higher than that in a single-path routing. In addition, some of the schemes may need
to be modiﬁed signiﬁcantly for multi-path routing. For example, in a multi-path
routing, a node may report different location and/or time information for the same
routing request which would be considered an anomaly in single-path routing
schemes. More importantly, note that all the schemes for detection and prevention of
routing attacks and security enhancement in single-path routing need to change
routing protocols and/or add additional security services or systems in the network.
On the contrary, the proposed scheme, called statistical analysis of multi-path
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(SAM), does not need to change routing protocols. In addition, it requires very little
security services or test systems. SAM applies statistical analysis to the collected
routes, thus it only introduces very limited overhead. SAM can be a stand-alone
module or be incorporated into an intrusion detection system.
The rest of the paper begins with performance analysis of multi-path routing
under wormhole attacks in Section 2. Because the results show that multi-path
routing is vulnerable to wormhole attack, a statistical analysis approach (SAM) is
proposed in Section 3 and extensive simulations are carried out to evaluate the
effectiveness of the proposed scheme. The role of SAM in an intrusion detection
system is also highlighted. This is followed by the discussion in Section 4 of the
advantages and drawbacks of SAM, and its potential applicability under various
routing attacks and using different routing protocols. Conclusion and future work
are given in Section 5.

2. Multi-path routing under wormhole attack
In this section, the performance of an on-demand multi-path routing protocol
(MR) under wormhole attack will be compared side-by-side with DSR using the
same simulation setup. The percentage of obtained routes affected by wormhole
attack will be used as the performance criterion.
2.1. Simulation setup
The performance of MR and DSR under wormhole attack is evaluated through
simulations. Two types of network topology are considered: cluster topology (Fig. 3)
and uniform topology (Fig. 4). In both topologies, legitimate nodes are denoted by
dark squares and a pair of attackers are denoted by circles. And it is assumed that
each node can only communicate with its immediate neighbors (1-tier system).
The cluster topology imitates typical wireless ad hoc network where sparse nodes
are between two hot spots. For example, people in a library use wireless ad hoc
networks to communicate with people in a nearby building. In this setup, there are 2

Fig. 3. Topology of 2-cluster system.
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Fig. 4. Topology of uniform system.

Table 1
Percentage of routes affected by wormhole attack
Run

1
2
3
4
5
6
7
8
9
10
Avg.

Cluster

Uniform

MR

DSR

MR

DSR

1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00

1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00

1.00
0.50
0.67
1.00
1.00
0.44
0.33
0.33
0.25
0.25
0.58

1.00
0.67
0.67
1.00
1.00
0.50
0.50
0.50
0.67
0.50
0.70

clusters with 16 nodes (4  4) in each cluster and 10 nodes (2  5) between the 2
clusters (Fig. 3). In each run of the simulation, the source is randomly chosen in one
cluster and the destination is randomly chosen in another cluster. Uniform topology
is also considered, where 36 nodes (6  6) are uniformly distributed in a square area
in this setup (Fig. 4). In each run of the simulation, the source is randomly chosen
from left side of the network (close to one attacker) and the destination is randomly
chosen from the opposite side (close to another attacker). The two attackers are
assumed to be at ﬁxed positions and they are able to tunnel RREQ between each
other during all simulations. Node mobility is not considered in this simulation
study.
2.2. Observations from the simulation results



The percentage of routes affected by wormhole attack in 10 runs is shown in
Table 1. A route is considered affected if it contains the tunneled link between the
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Table 2
Overhead of route discovery
Run

1
2
3
4
5
6
7
8
9
10
Avg.




Cluster

Uniform

MR

DSR

MR

DSR

1265
547
372
600
1156
1505
745
401
625
459
767.5

280
219
267
249
305
328
262
265
230
228
263.3

310
583
368
558
624
644
529
691
767
471
554.5

220
228
216
229
203
257
263
263
225
235
233.9

two attackers. Routes from both MR and DSR are affected by wormhole attacks.
Actually, all routes are affected for both MR and DSR in cluster topology!
Although MR may perform better than DSR in uniform topology, in general the
simulation results show that MR is still vulnerable to wormhole attack.
The effect of attacks depends on locations of the source, destination and
attackers, as well as network topology.
The total number of transmissions and receptions at all nodes is collected
for each run and the result is shown in Table 2. It could serve as one of
the cost criteria between MR and DSR for route discovery. The overhead
of MR is more than twice (on average) of that of DSR, as expected. Note that it
has to be justiﬁed by the frequency of new route discovery. In single-path
routing, a new route discovery is needed in response to every route break.
However, in multi-path routing, a new route discovery is needed only when all
paths break.

3. Statistical analysis of multi-path routing information
The previous section shows that multi-path routing is vulnerable to wormhole
attacks, thus a counter measure is needed. Note that some level of time
synchronization and/or awareness of location information are common requirements of all approaches exist in the literature. In this paper, an entirely different
approach is proposed. The main idea of the proposed scheme SAM is based on the
observation that certain statistics of the discovered routes by routing protocols will
change dramatically under wormhole attacks. Hence, it is possible to examine such
statistics to detect this type of routing attacks and pinpoint the attackers if enough
routing information is available (obtained by multi-path routing).

ARTICLE IN PRESS
L. Qian et al. / Journal of Network and Computer Applications ] (]]]]) ]]]–]]]

9

3.1. Three step procedure of wormhole attack detection
The proposed scheme for wormhole attack detection consists of the following
three steps (The block diagram is shown in Fig. 5)

(1) Perform statistical analysis of the routes obtained from one route discovery. If
anomalous patterns occur, go to step 2. Otherwise, choose several paths to
feedback to the source node.
(2) Test the suspicious paths by sending probe packets and wait for ACKs.
(3) If attack is conﬁrmed, report to security authority and/or notify the
source and the neighbors of the attackers in order to isolate the attackers from
the network.
In step 1, exactly how many routes will be chosen is a design parameter in multi-path
routing protocols. It depends on multi-path data delivery strategy and speciﬁc
applications, with maximum disjoint routes preferred. In addition, which statistic or
joint statistics are the most effective to identify wormhole attacks is also a design
parameter. In this paper, only several statistics are chosen to demonstrate the
effectiveness of the proposed scheme. However, there is a lot of design space left to
consider other statistics.
We assume that the network is bi-directional; that is, if node A is able to transmit
to node B, then B is able to transmit to A. We also assume that wormhole attack has
strong effect on the network, which means the wormhole nodes can tunnel much

Route Set

Statistical Analysis
(SAM)

Y

anomaly ?

test suspicious path
N

under attack ?

N

Y

attack alert

Select routes and
send routing reply

Fig. 5. Procedure of wormhole attack detection.
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more than one hop. Furthermore, we do not consider other attacks such as
modiﬁcation and fabrication, since we only detect wormhole attack here.
The following notations are used in the proposed statistical analysis scheme:









R: the set of all obtained routes;
L: the set of all (distinctive) links in R;
l i : the ith link in L;
ni : the number of times that l i appears in R;
n: a random variable represents the number of times that a link appears in R;
N: the total number of (non-distinctive) links in R;
pi : the relative frequency that l i appears in R.

Since wormhole attack makes the tunneled link between the two attackers
extremely attractive to routing requests (much less hop count than other routes), it is
expected that majority of the obtained routes will contain that link. Hence, the
following statistics may be examined to detect wormhole attack.
(1) The relative frequency of each (distinctive) link appears in R from one route
discovery
ni
pi ¼ ; 8l i ,
(1)
N
where
X
N¼
ni
(2)
i

and the maximum relative frequency is
pmax ¼ max pi .
i

(3)

(2) The difference between the most frequently appeared link and the second most
frequently appeared link in R from one route discovery
nmax ¼ max ni ,

(4)

imax ¼ arg max ðni Þ,

(5)

ni ,
n2nd ¼ max
max

(6)

i

i

iai

f¼

nmax  n2nd
.
nmax

(7)

It is expected that both statistics pmax and f will be much higher under wormhole
attack than that in normal system. Together, they will help to determine whether the
routing protocol is under wormhole attack. The malicious nodes can be located by
the attack link which has the highest relative frequency. Note that rigorous tests may
be needed to conﬁrm a wormhole attack, as described later.
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An alternative statistic is the probability mass function (PMF) of random variable
n=N, the relative frequency of distinctive links in R. The samples (ni =N) collected
from the network under normal condition will form the training set. The distribution
of n=N under normal condition may be obtained by approximation using the
training set and act as a proﬁle. Then the distribution of n=N obtained using realtime samples will be compared with the proﬁle to help determine whether the routing
protocol is under wormhole attack. This approach will also provide a way to
estimate the probability of high usage link using theoretical analysis since the PMF is
available.
It worth pointing out that although wormhole attack is used as an example
throughout this paper, the statistical analysis method proposed here may be applied
to detect other routing attacks as long as certain statistics of the obtained routes
change signiﬁcantly under the attack. This is the ﬁrst attempt to use a few statistical
measure to identify routing attacks, and it is expected that more statistics need to be
explored to help identify routing attacks in a complicated scenario, for example,
under multiple wormhole attacks (please also refer to the discussions on multiple
wormhole attacks in Section 3.4).
The test in step 2 may conﬁrm whether the suspicious path is indeed due to a
wormhole attack. Note that using probe packets to verify a wormhole attack is not a
trivial problem. The schemes using location information (for example, packet leash
proposed in Hu et al. (2003a), or the end-to-end approach in Wang et al. (preprint))
or packet round trip time (RTT) (Zhen and Srinivas, 2003) may be used when the
nodes are time synchronized and the location information is available. These
schemes alone have to be performed periodically to monitor the network for possible
wormhole attacks. On the contrary, the veriﬁcation in SAM is only needed when a
wormhole attack is suspected by statistical analysis (step 1), thus it will not be
performed as often.
In this paper, we suggest a different approach for step 2. In addition to wormhole
detection, it may help to detect another type of denial-of-service (DoS) attack where
the attacker refuses to forward data packets but behaves normally during routing.
The proposed scheme contains the following steps:
(1) The destination will send a small amount of probe packets together with some
dummy data packets to the source using the route that contains the suspected
wormhole.
(2) The source will identify the probe packets and send ACKs through the same
routes when probe packets are received.
(3) The destination will verify a wormhole attack with high probability of conﬁdence
based on the percentage of received ACKs.
The proposed approach is to verify a wormhole attack indirectly using probe packets
when location information and time synchronization are not available. The probe
packets have to be constructed such that they are not distinguishable from the
normal data packets by any intermediate nodes. An example probe packet format is
shown in Fig. 6. We can add an encrypted (using the key shared by the source and
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version IHL Type of service
identification
Time to live

Total length
flags

protocol

Fragment offset
Head checksum

Source Address
Destination Address

Option type Option length

Option data

IP payload
Fig. 6. Format of a probe packet.

the destination) non-decreasing sequence number in the option ﬁeld of the IP header.
For the option type, the copied ﬂag is ‘‘1’’, which means it should be copied on
fragmentation; the option class is ‘‘10’’, which means it is for debugging and
measurement; the option number is ‘‘1’’. The option length is the length of sequence
number and the option data is the sequence number. Since it is assumed that there
exists a security association between the source and the destination, the source will
be able to identify probe packets by decrypt the sequence number and send ACKs
when probe packets are received. Then the destination is able to verify a wormhole
attack with high probability of conﬁdence based on the percentage of received ACKs
because wormhole nodes will usually try to disrupt data ﬂows (by performing some
kind of DoS attacks, e.g. black hole or gray hole) and the statistical analysis (step 1
of SAM) already suggests that there may be wormholes.
In step 3, the malicious nodes can be identiﬁed by the attack link which has the
highest relative frequency. Step 3 is an important step and may form as part of the
signaling messages between local detection and global coordinated detection in an
intrusion detection system (IDS).
In case that there is a bottleneck link in the network, a topology discovery (Deb et
al., 2004) may be carried out to check whether the suspected link is only a bottleneck
link or not. However, this checking only needs to be done in a much longer time
scale. Note that bottleneck link seldomly exists in a dense network or network with
high node mobility.
3.2. SAM in IDS
The typical anomaly IDS should be both distributed and cooperative to satisfy the
needs of mobile wireless ad hoc networks (Zhang et al., 2003). Each node will act as
an agent of IDS to detect the attack locally and independently; on the other hand, it
will collaborate with other nodes in the network, so as to identify and notify attack
behaviors. In the system aspect, each agent (node) will implement a serial process. It
ﬁrstly collects data locally, for example, discovered routes, movement, communication and system operation. With these data, it will then detect and evaluate anomaly
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behaviors locally by implementing feature selection and classiﬁcation. After
obtaining the result, it will implement local response and warn the network or
cooperate with other nodes to detect and locate the attacks.
SAM may act as a module of IDS, incorporating with other processes. In Fig. 7,
SAM collects data when requesting multipath routing, and calculates the features,
then notify the local detection module. The local detection will process by analyzing
all the data from SAM and other data collection modules. The response module will
implement the alarm and collaboration operations.
When a node needs to communicate with other nodes, it will generate a multipath
routing request. Based on the responses, SAM module will count the links and hop
count, then calculate the statistics, for example, f and pmax . Then SAM module will
transfer these statistical features to the local detection module with some additional
information, and wait for response. If the routing result is good, SAM will perform
normal operations; if the result is suspicious, SAM could test the routes by sending
packets and waiting for ‘‘ACKs’’ (as discussed in the previous section); otherwise, if
the result shows that the discovered routes were compromised, SAM will try to
locate the attackers using the link statistics. Fig. 7 shows the response model of IDS
with SAM. Since the nominal values of these statistical features are relative to
topology, transmission range and routing algorithm, the system will initially be
trained in normal conditions with speciﬁc network topology, transmission range and
routing algorithm employed in the system.
The two statistical features, f and pmax , will be processed by a sub-module in the
local detection module in the IDS. Under normal trainings, it will analyze the
variation of the statistical features and save the datasets. In practical tests, it
processes both saved data and new data. After ﬁnishing the process, it will notify the
conclusions to both the SAM module and response module so as to guide their
behaviors. The conclusions are soft decisions (l) valued by the probability of being
attacked. l is a continuous variable between 0 and 1, where 0 means being attacked
with absolute certainty and 1 means no attack has been detected with absolute
certainty. The module is also responsible for dynamically updating these datasets

Agent Model of IDS
response

local detection

SAM

local data
collection (1)

local data
collection (2)

Fig. 7. Agent model of IDS with SAM.
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based on the new results using the following low-pass ﬁlter with forgetting factor
0obo1 (a design parameter)
fnew ¼ lbfnew þ ð1  lbÞfold ,

(8)

max
max
pmax
new ¼ lbpnew þ ð1  lbÞpold .

(9)

Response module makes decision based on the conclusions receiving from local
detection module. Then it will decide how to locate the attackers and defend other
nodes from the attack or to request collaboration with other nodes in the network.
Response module rely on many techniques, such as secure communication, decision
algorithm and cooperative protocols, which are out of the scope of this paper.
3.3. Performance results of SAM
The performance of SAM is tested through simulations using the same setup as in
Section 2.1. The proposed statistics for normal system and attacked system are
compared under different network topologies and different node transmission range.
A sample PMF of n=N, the relative frequency of distinctive links in R, is plotted in
Fig. 8 using results from a single run of network with 1-tier cluster topology. The
further right side of the ﬁgure the data locates, the higher frequency the represented
link appears in R. In this test, the highest relative frequency is 9% in normal system,
whereas in attacked system, the highest relative frequency is more than 15%.
Furthermore, the link with the highest relative frequency locates far apart from other
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Fig. 8. PMF of n in normal condition and under wormhole attack.
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links in attacked system, which corresponds to the fact that the attack link appears
many more times in the obtained routes than other links.
(1) Effect of network topology: The effect of network topology is tested in 10 runs
using cluster and uniform topologies and the results are shown in Figs. 9 and 10 in
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Fig. 9. f of 1-tier network using MR.
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Fig. 10. pmax of 1-tier network using MR.
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terms of f and pmax . Both f and pmax are larger in attacked system than that in
normal system with cluster topology. However, this is not the case for system with
uniform topology. This is because the attack link in uniform topology is so short (6hop) that it has much less effect on route discovery than the long attack link (10-hop)
in cluster topology. Hence, the simulation is repeated for a network with uniform
topology with 6  10 nodes and the length of the attack link increases to 10-hop. The
results are plotted in Fig. 11, which shows that both f and pmax are larger in attacked
system than that in normal system with unﬁrm topology as well. In several
simulation runs (number 1,7 and 10), f ¼ 0 in attacked system indicates that there
are at least two links which have the same highest relative frequency. This special
case happens when the attackers locate at the same row or column of the source node
or destination node. The above simulations demonstrate that the length of the
tunneled link between attackers has to be long enough to launch a wormhole attack,
and f and pmax can be used together to successfully detect it in networks with cluster
or uniform topologies.
The effect of network topology is further tested in 10 runs of a network with
random topology using MR. The (X,Y) coordinates of the nodes are randomly
generated in a square area, as shown in Fig. 12. The simulation results shown in
Fig. 13 indicate that pmax can be used to successfully detect a wormhole attack in
networks with random topologies.
(2) Effect of node transmission range: In a wireless ad hoc network, the
transmission range of nodes plays an important role in determining network
topology. In a 1-tier system, each node can only communicate with its immediate
neighbors (nodes one hop away). Similarly, in a k-tier system, each node can
communicate with its neighbors up to k hops away.
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Fig. 11. f and pmax of 1-tier network with 6  10 uniform topology.
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Fig. 12. A network with random topology using MR.
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Fig. 13. pmax of a network with random topology using MR.

It is demonstrated in Figs. 14 and 15 that both f and pmax are larger in attacked
system than that in normal system in both 1-tier and 2-tier systems with cluster
topology. As long as the length of the attack link is much longer than the node
transmission range, wormhole attack will be effective and the feature of f and pmax
will enable SAM to detect the attack when it is most needed.
(3) Effect of routing algorithm: In this part of the simulation, f and pmax are
calculated from the routes obtained by MR and DSR, respectively. The feature of
pmax remains the same but not f (Figs. 16, 17). The results indicate that it is possible
to perform statistical analysis to detect wormhole attacks using the routes obtained
from routing protocols other than MR.
3.4. Multiple wormhole attacks
The performance of the proposed scheme under multiple wormhole attacks is
evaluated in 10 runs of a network under two wormhole attacks. The results are
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Fig. 14. f of cluster systems with different transmission range for MR.
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Fig. 15. pmax of cluster systems with different transmission range for MR.

summarized in Fig. 18. pmax is much higher in both attacked networks than that in
the normal networks. It seems that the variance of pmax becomes bigger as the
number of wormholes increases.
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Fig. 16. f of 1-tier cluster systems with different routing protocols.
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Fig. 17. pmax of 1-tier cluster systems with different routing protocols.

4. Discussions
The simulation results in previous section demonstrate that SAM is effective in
detecting wormhole attacks when enough routes are available. In addition, SAM has
the following advantages:
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Fig. 18. pmax of a network under no/one/two wormhole attacks.





SAM introduce very limited overhead. It only needs the route information
collected by route discovery, which has to be done anyway in any source routing.
Only the destination node need to run SAM. Other overhead introduced by probe
packets is also limited because the checking in step 2 of SAM is only performed
after the suspected link is identiﬁed (which should not happen often).
SAM works well under different network topologies and node transmission range.
If the node transmission range grows large enough that comparable to the
tunneled link between the two attackers, then wormhole attack is no longer
effective.

SAM aims at detecting wormhole attacks and may be extended to detect other
routing attacks if certain statistics of the obtained routes change signiﬁcantly under
the attack. If a malicious node behaves normally during routing, SAM can not
detect it.
In the security architectures and intrusion detection systems (IDS) proposed in
Zhang et al. (2003) and Mishra et al. (2004), an IDS agent runs at each node and
performs local data collection and local detection. SAM may act as a module in the
local detection engine and expand the functions of the engine by examining obtained
routes from multi-path routing.
Throughout this paper, the nodes are assumed to have low mobility comparing to
the routing period. Indeed, if the nodes are highly mobile, the routes may become
invalid soon after the routing is done. A hot-potato type of data forwarding is
preferred in such scenario, as suggested in Grossglauser and Tse (2001).
Caching strategy (Hu and Johnson, 2000) has been included in most of the ondemand routing protocols proposed for wireless ad hoc networks (e.g., in DSR
(Johnson et al., 2003) and AODV (Perkins et al., 2003)) to reduce the excessive route
discovery delay. However, another type of attack, blackhole attack (Patcha and
Mishra, 2003), may be launched where attackers do not follow the protocol and
reply early without cache lookup. In the MR used in this paper, intermediate nodes
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are not allowed to send RREP to the source. Thus it provides certain level of
resistance to blackhole attack as well.
In addition to SMR, there are other multi-path routing protocols for wireless ad
hoc networks such as Multi-path DSR (MDSR) in Nasipuri and Das (1999) and ad
hoc on-demand multi-path distance vector (AOMDV) in Marina and Das (2001).
Both SMR and AOMDV provide more candidate routes during route discovery than
their single-path routing protocols counterpart DSR and AODV (Perkins et al.,
2003), but MDSR does not. As a result, SMR and AOMDV may provide more
routes for statistical analysis than MDSR.

5. Conclusion and future work
There have been many research efforts to overcome routing attacks in wireless ad
hoc networks by adding security architecture, systems or services such as
authentication, encryption, etc. A noteworthy feature of the proposed scheme
(SAM) for detecting and locating wormhole attacks is that no security architecture,
systems or services is used. Statistical analysis is the tool to detect routing anomaly as
long as sufﬁcient information of routes is available from multi-path routing.
Simulation results show that SAM is successful at detecting wormhole attacks and
locating the malicious nodes.
Since SAM need the node lists of each of the routes collected during route
discovery to perform statistical analysis, it applies to source routing where the entire
node list of the route is made available to the destination. It can not directly apply to
table driven based routing algorithms, such as AODV (Perkins et al., 2003) and
AOMDV in Marina and Das (2001). Modiﬁcation of the proposed scheme when
AODV or AOMDV is used as the routing protocol is underway.
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