
Tracer FIRE 12 Agenda 
                 Texas Wide CST | November 10-12, 2023 

 

Friday, November10, 2023 (All Times CST) 

06:30 PM – 06:40 PM Tracer FIRE Introductions 

06:40 PM – 07:00 PM IR and Cybersecurity Talk 

07:00 PM – 07:20 PM Sandia Info Session 

07:20 PM –  Chat with the Tracer FIRE Team 

 

Saturday, November 11, 2023 (All Times CST) 

10:00 AM – 10:15 AM Tracer FIRE Account Setup 

10:15AM – 10:30 AM Introduction to Sysmon & Windows Event Logs 

10:30 AM – 11:00 AM Introduction to Elastic Stack 

11:00 AM – 11:15 AM Introduction to Disk Forensics with Autopsy 

11:15 AM – 11:25 AM Break 

11:25 AM – 12:00 PM Introduction to Disk Forensics with Velociraptor 

12:00 PM – 01:30 PM Lunch 

01:30 PM – 01:45 PM Cyber Assurance Presentation 

01:45 PM – 02:15 PM Introduction to RE with Ghidra 

02:15 PM – 02:30 PM Introduction to PCAP Analysis with Arkime 

02:30 PM – 02:40 PM TF12 Story Overview 

02:40 PM – 05:45 PM TF12 Exercise 

05:45 PM -  TF12 Exercise Will Remain Open (without support) 

 

Sunday, November 12, 2023 (All Times CST) 

10:30 AM – 02:30 PM TF12 Exercise (with support) 

02:30 PM – 02:50 PM Preparations - Team Debriefs (Scoring Paused) 

02:50 PM – 03:50 PM Private Top Team Debriefs (Optional) 

03:50 PM – 04:00 PM Debrief Point Deliberations 

 04:00 PM – 04:30 PM Scenario Overview & Closing 

 


