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Texas A&M Cybersecurity Center 
(TAMC2) Vision 

•  TAMC2 will make outsized contributions to 
social good by advancing the knowledge and 
the practice of cybersecurity, and by developing 
transformational cybersecurity capabilities. 

•  Texas A&M, in collaboration with strategic 
partners, will move to the international forefront 
of cybersecurity research and education.  



NSA/DHS National Center of 
Academic Excellence (CAE) 

•  2016 
–  National CAE in Cyber 

Defense Education  
–  National CAE in  Cyber 

Cyber Defense 
Research  

•  2017  
–  National CAE in Cyber 

Operations 

•  One of five or so 
universities with all 
three designations  

 



What We’re Reading… 

•  Wannacry: 200K infections in 
150 Countries 

•  “spread like wildfire before a 
malware researcher …was able 
to halt it temporarily” 

•  “[But] at least two new 
variations of the malware have 
already been detected” 

•  … 

“
Malware Attack Could Just Be Getting 
Started: Experts” ~ NBS News May 15 



Texas A&M System Partners 

Formally opened on  
October 4, 1876 

Formally established on  
August 14, 1876 

The Agricultural and Mechanical 
College of Texas 

The Alta Vista Agricultural  
and Mechanical College of Texas for Colored 

Youth 



BLUF 
•  Big Data and Mission Critical Systems   

–  Clear Promise 
–  Potential Threats to Security, Safety, and Privacy 

•  Remedies  
–  Technologies 
–  Legislation and Regulations 
–  Policies and Procedures 
–  Codes of Ethics 
–  3rd Party Assessments 
–  Transparency and Awareness 

•  We can’t get this wrong! 



The Promise of Big Data 



Interconnected Mission Critical 
Systems 



Cyberspace? 



Linkages! 



Big Data, IoT, Mission Critical 
Systems: Inextricable Linkage 



Security, Safety, and Privacy: 
Inextricable Linkage 

•  The conditions of being free from: 
– danger or threat 
– undergoing or causing hurt, injury, or loss 
– being observed or disturbed by others 



Is Privacy a Fundamental Right?  

1965 Griswold v. Connecticut, “…the Constitution, through the Bill of Rights, implies 
a fundamental right to privacy” – The 1st, 3rd, 4th, 5th, and 9th and the 14th Amendments  



The Final Bastion?  



What about Here? 



Remedies: Technologies 



Remedies: Legislation and 
Regulation 



Remedies: Policies And Procedures 



Remedies: Codes of Ethics 



Remedies: 3rd Party Assessments 



Remedies: Transparency and 
Awareness 



Bottom Line 
•  Big Data and Mission Critical Systems   

–  Clear Promise 
–  Potential Threats to Security, Safety, and Privacy 

•  Remedies  
–  Technologies 
–  Legislation and Regulations 
–  Policies and Procedures 
–  Codes of Ethics 
–  3rd Party Assessments 
–  Transparency and Awareness 

•  We can’t get this wrong! 


