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Cyber-Physical	Systems	(CPS)	

Physical	

Computa<on	

Communica<on	

Control	CPS	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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Vehicle Hacking  

Smart Bulb Hacking 

Smart Lock Hacking Attacker 

ACacks	on	CPS	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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CPS	ACacks	(Common	Methods)	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	

ADack	Name	 Impact	 Source		
Rogue	Node	 Breach	of	system	integrity	 Physical	space	
Communica<on	Jamming	 Loss	of	network	availability	 Physical	space	

Denial	of	Service	 Increase	network	load;	Loss	of	network	availability	 Physical	space;			Rogue	node	

Black	Hole	 Breach	of	network	integrity.	Loss	of	network	availability	 Compromised	network	

Gray	Hole	 Breach	of	network	integrity.	Loss	of	network	availability	 Compromised	network	

Network	Isola<on	 Breach	of	network	integrity.	Loss	of	network	availability	 Compromise	network	nodes;	Black	hole	aCack	

Packet	Sniffing	 Breach	of	confiden<ality		of	communica<on	 Access	to	a	network;	Rogue	node	

Fuzzing	 Disclose	network	messages	 Access	to	a	network	

Password	Cracking	 Breach	of	authen<city	 Brute-force	aCack	

Firmware	Modifica<on	 Breach	of	firmware	integrity	 Modify	firmware	of	devices	on	same	network	

Code	Injec<on	 Breach	of	confiden<ality/integrity	 Firmware	modifica<on	

False	Data	Injec<on	
(Communica<on	based)	

Breach	of	data	integrity	 Network	Authen<ca<on	

False	Data	Injec<on	
(Database-based)	

Breach	of	data	integrity	 Database	access	control	

False	Data	Injec<on	(Sensor	
based)	

Breach	of	data	integrity	 Compromised	system	

Pointer	ACack	 Manipula<ng	a	pointer	 Compromised	system	
Malware	Infec<on	 Breach	of	system	integrity	and	proper<es	 Compromised	system	

Command	Injec<on	 Breach	of	integrity	 Fuzzing;	Packet	sniffing;	Rogue	node	

Relay	ACack	 Breach	of	authen<city	 Physical	space;	TransmiCed	signal	capture	

Replay	ACack	 Breach	of	authen<city	and	integrity	 Access	to	communica<on	
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•  Most	of	the	exploita<ons	found	today	can	be	prevented	by	
fixing	errors	in	design,	implementa<on	and	installa<on	

•  Security	analysis		are	typically	exercised	aYer		design	stage	
-		forcing	relaxa<on	of	trust	assump<ons	(use	weak	trust	
models)	

•  ACacks	graphs	(trees)	provide	an	useful	way	of	modeling	
the	vulnerabili<es	of	a	system	and	poten<al	exploits	during	
the	design	stage	

•  Manual	construc<on	of	graphs	very	tedious	and	error-
prone		

Automa'cally	analyze	the	security	posture	of	heterogeneous	and	complex	
cyber	physical	system	designs	against	a	holis'c	set	of	threat	models	(known	
and	emerging)	

Problem	Statement	and	Mo<va<on	

vulnerability	

event	tree	

aDack	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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•  ACack	 Graph	 (AG)	 is	 a	 collec<on	 of	 scenarios	 showing	 how	 a	 malicious	 agent	 can	
compromise	or	violate	the	security	property	of	the	system	model	in	variety	of	situa<ons	
to	reach	the	specific	goal:	

•  What	are	the	ways	that	an	aCacker	can	reach	a	specific	goal?	
•  What	is	the	highly	probable	path	for	an	aCacker?		
•  What	countermeasures	shall	a	defender	deploy?	
•  What	is	the	minimal	set	of	components	that	needs	to	be	protected	so	that	aCacker	cannot	

achieve	the	goal?	

ATTACK	GRAPHS	

Cyber	Physical	Systems	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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Formal	Verifica<on-Based	ACack	Tree	
Genera<on	

Adversary and 
Threat models 

Formal Verification 
(Model Checking) 

Dolev-Yao	
model	

ACack	
PaCern	
Library	

Assump<
ons	

Informa<on	
flow	

System	
Actors		

Constraints		

Set	of	System	
Proper<es	
(P)	

CPS model 

Dolev-Yao		
adversaries	

Counter	examples	
aggregated	to	aCack	
trees/graphs	

Property 

q  What	are	the	cri<cal	components	or	
elements	that	needs	to	be		secured?	

q  What	are	the	minimum	set	of	defenses?	
q  What	is	the	effec<veness	of	a	given	

countermeasure	

Ac
to
rs
	(u

se
rs
,	d
ev
ic
es
,	

in
te
rf
ac
es
)	

ADack	PaDern	Library	

Cyber	Physical	Systems	

Three	steps	to	produce	aDack	graphs	
1.  Iden<fy	system	vulnerabili<es	or	cri<cal	points	(based	on	

adversary	and	threat	models)	–	Sub-goals	of	an	aCacker		
2.  Opera<onal	system	impact:	Viola<on	of	proper<es	(P)	
3.  Aggrega<on	of	counterexamples	to	aCack	graph	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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Formal	Verifica<on	(Model	Checking)	

Model	Checking	
•  Automa<c,	model-based,	property-verifica<on	approach	
•  Mathema<cally	analyze	system	proper<es	and	models		
•  Exhaus<vely	check	that	no	test	case	exists	that	can	lead	to	a	viola<on	of	specifica<on		

Ø  If	any	exists,	an	example	of	such	test	case	is	returned	

Model	Checker	
Tool	

System	Model	
(Requirement) 

Specifica<on	

(System	Property) 

YES	(Property	is	sa<sfied)	

No	(A	counter		example	is	given)	

TOO	Complex	To	analyze	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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Temporal	Logic	
•  Express	proper<es	of	event	ordering	in	<me	without	explicitly	introducing	<me	
•  Examples	LTL,	CTL,	CTL*,	MTL,	HyperLTL	etc.	
•  Differ	in	

Ø  Syntax		
Ø  Seman<cs/Meaning	
Ø  Proper<es	that	can	be	expressed		
Ø  Complexity	–	efficiency	of	evalua<ng	a	property	
Ø  Underlying	model	of	<me.	

Linear	Time	Logics	
•  Each	moment	in	<me	has	a	unique	

possible	successor	
•  Example	Linear-<me	Temporal	Logic	

Branch	Time	Logic	
•  Model	of	<me	is	a	tree-like	structure	and	

each	moment	in	<me	can	several	possible	
successors	

•  Example	Computa<on	Tree	Logic	(CTL)	

Specifica<on	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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Smart	Grid	AMI	Architecture	

Smart	grid	topology	(exchanging	meter	data,	control	signal	with	AMI)	

•  Security	proper<es	inves<gated:		
–  Blackout	(unavailability	or	corrup<on	of	meter	data)	

•  ACacker	model	considered:		
–  Physical	access,	local	access,	remote	access	
–  ACacker	affects	vulnerabili<es	at	each	component	and	supply	voltage	level	

•  Effects	of	countermeasures	at	each	component	
•  Informa<on	flow	between	components	(meter	data,	control	signal)	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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Smart	Grid	AMI	Model	Checking	with	
Simulink	

ACacks	to	each	component	
based	on	the	aCacker	model	

Countermeasures	for	each	
component;	
Strong	defense	nullifies	the	
aCack	

Components	of	the	
topology	

Attack sequence 

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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Physical	
Tampering	

(not	modeled)	

BLACKOUT	

Meter	
aDacked	

Drop	in	Input		
Wrong	command	
to	disconnect	a	

meter	

Wrong	command	
to	close	power	

line	

DCU	
aDacked	

Server	
aDacked	

Network	aDack	
(injecTng	a	wrong	

signal)	

Network	
CommunicaTon	

Tampering	

Unauthorized			
Login/OS	modificaTon	

Data	corrupTon	

Physical	
Tampering	

(not	modeled)	

Physical	
Tampering	

(not	modeled)	

System	property	
•  Non-existence	of	Blackout	

Modeling	methodology		
•  Protocol	informa<on	flow	is	modeled	in	Simulink	as	a	modular	system.	
•  Data	(messages)	encryp<on	algorithms	are	modeled	as	arithme<cal	func<ons	of	scalable	complexity.	

ValidaTon	
•  System	is	tested	according	to	AG	flow	and	FV	counterexamples	scenarios	

Smart	Grid	AMI	Modeling	and	Proper<es	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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Smart	Grid	AMI	ACack	Graph	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	
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•  Secure-In-Design	is	important	and	vital	in	ensuring	
long	term	solu<ons	for	CPS		

• ACack	Graphs	provide	promising	methodology	for	
capturing	vulnerabili<es	and	exploi<ng	paths	and	
mechanisms	

• Exploring	the	Integra<on	of	Formal	Verifica<on	and	
Machine	Learning	in	the	synthesis	of	aCack	graphs	

Conclusion	and	Future	Work	

This	page	contains	no	technical	data	subject	to	the	EAR	or	the	ITAR.	


