CLEAN ACCESS- GETTING STARTED GUIDE

Before you begin you will need the data encryption key code. Check your email or call the Helpdesk at 936-
261-2525 to obtain the key code. You will also need to remove any unlicensed anti-virus software from your
computer.

Connecting to the PVAMU Wireless Network

1. Click on the dialog box Wireless networks detected
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3. Type the Network key (data encryption key code) in both text boxes
4. Click Connect

Wireless Metwork Connection
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5. The successful connection is indicated in the Choose a wireless network window
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Installing the Clean Access Agent

Stepl: Authentication

1. Open an Internet Browser window; you will be redirected to the PVAMU Wireless Clean Access
Authentication page

2. Enter your PVAMU email Username and Password

3. Click Login

= Username |
— Password

Please provide your PVAMU login ID to access this network.

Step 2: Client Download

1. Click Download Clean Access Agent

Network Security Notice: This netwark Is arotectad by the Clean Access Agen, 2 component of the C'sce Clean Access Suite, The Clen Accass
Agen- ensires that your comuter meets the requirements for accessing chis network, and felps vou keep vour computer secure and up-to-date.

Please Lse the Clean Arcess Agent to log in 7o the nstwork.

If you don'z have the Clen Access Agent software yat, download it by dlicking the button below. After downloading the insta ation file, run it te
complete the installat on.

If you heve alrezdy downloaded and insta! ed the Cean Access Agent, please c ose this window and righi-click the Clean Access Agent icon in
the system trzy and choase Login from the menu. Enter your usual netwerk user rame and password In the log/n window,

/ Down oaz Clean Actess Agentd 130

Notes 1Fyou are already running the Clean Access Agent and you are connecced hrough a slower connection (such as VN ar dia -up), please
walt s it might take a few momen:s for the Agent to pop up.

2. Click Run, if prompted with a Security Warning

File Download - Security Warning

Do you want to run or save thig file?

ﬁ Mame CCAdgent_Setup.exe
Type:  Application, 7.73 MB

From: 10.85.0.15

‘m’ Save II Cancel J

e

. ‘While filez from the Interet can be useful, this fle type can
9 potentially harm your computer. 1F wou do hot trust the source, do not

run or save this zoftware, What's the risk?

Click Run

Click Next in the Clean Access Agent Installation Wizard screen
Click Next to accept the default folder location

Click Install to begin the installation

Click Finish to complete the installation.
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Step 3: Execute the Client

1. Enter your PVAMU email User Name and Password
2. Click Login

3. Click Network Usage Terms & Conditions  to review
4. Click Accept to accept the Network Usage Terms and Conditions

= Cisco Clean Access Age h(

Clean Access Agent

Access to the network requires that you review and
accept the following Network Usage Policy

‘umnrk Usage Terms & Conditions

If your machine meets the security requirements, you'll be granted full network access.
5. Click OK

Clean Access Agent

Successfully logged in to the network!




Step 4: Validation Checks

If your computer does not meet the security requirements necessary to grant you access to the
PVAMU network, you will be given Temporary Access to the network to correct the problem for
only 2 hours . This type of access limits your network connection to sites and services that allow you
to correct these security issues.

Instructions for each requirement needing to be met will be given so that you can easily update your
computer and get onto the network.
Temporary Access

If you receive the following error message you have been placed in Temporary Access , the Clean
Access Client has identified a problem with your system’s minimum security requirements.

1. Read the information provided in the Clean Access Client window.
2. Click Continue and Clean Access Client will inform you of the reason for the denied access.

Anti-Virus Install Check
If your computer does not have a supported antivirus program, you will be prompted to install a free
PVAMU copy of McAfee anti-virus software.

1. Click Go To Link . You will be redirected to the ITS Antivirus Tools webpage.



The Antivirus Tools webpage allows you to download McAfee Antivirus and Spyware software. You will
be asked to enter your PVAMU email Username and Password

Students:
1. Click McAfee for Student Home
Use under Instructions
2. Follow the instructions to install
McAfee Antivirus and Spyware
software

Faculty:

1. Click McAfee for Faculty &
Staff Home Use under
Instructions

2. Follow the instructions to install
McAfee Antivirus software.

Once the Antivirus software is installed click Close, login to the Clean Access and complete the
verification process.

Anti-Virus Update

If you receive the following error message, your antivirus version is not up-to-date. If you have a
licensed version of antivirus software on your computer

1. Click Update. This may take two or three minutes

Once the Antivirus update is complete click Cancel, Login to Clean Access and complete the
verification process.



Anti-Spyware Install Check

If your computer does not have a supported antivirus program, you will be prompted to install a free copy
of Microsoft Defender anti-spyware software.

1. Click Go To Link . You will be redirected to the ITS Antivirus Tools webpage

The Antivirus Tools webpage allows you to download McAfee Antivirus and Spyware software.

2. Enter your PVAMU email Username and Password
3. Click Windows Defende r to install the spyware software.

Once the Antivirus update is complete click Cancel, Login to Clean Access to complete the verification
process



Windows Updates

If you receive the following error message, you do not have Windows configured to automatically
download updates. If automatic updates is enabled, but there are updates that must be downloaded,
1. Click Update and follow the instructions provided. This may take two or three minutes.

2. Once you have installed an antivirus client, click Next to recheck your computer.

Once the Windows updates are installed

Click Cancel

Restart your computer

Login to Clean Access and complete the verification process.
Continue this process until all Windows are installed.

PONPRE

If your machine meets the security requirements, you'll be granted full network access.

5. Click OK

If you need assistance contact the ITS Help Desk at  936-261-2525



