Clean Access - Getting Started Guide - Windows 7/
Vista

Before you begin you will need the data encryption key code. Check your email or call the

Helpdesk at 936-261-2525 to obtain the key code.
unlicensed sharing and downloading software from yo

You will also need to remove any
ur computer. (example: Bearshare)

**READ INSTRUCTIONS ALL THE WAY THROUGH™**

Connecting to the PVAMU Wireless
Network

5.

Click on the Wireless networks icon
located on your task bar next to your
volume control

Click pvdorm

Check the connect automatically button,

then click the Connect button

Type the network security key you

obtained from the PVAMU Helpdesk (936-

261-2525)

You are now connected to the PVAMU
wireless network

(If you see the wireless network icon with a

Mot connected

I:[L[El Connections are available

YWireless Metwork Connection

pvdorm

[¥] Connect automatically

maincampu

pvmabile

Other Metwork

ther Metwork

Open Network and Shanng Center

yvellow exclamation mark on it, or if it says

“Limited Connection” it will still give -

M

1"'-11 -

B:58 AM
10/21/2009

you access to the internet)

"E.}" Connect to a Metwork

Type the network security key

Security key: sasnEERn

VI Hide characters

oK. |l

Cancd_.i




Installing the Clean Access Agent

Authentication

1. Open an Internet Browser window; you will be
redirected to the PVAMU Wireless Clean

Access

Enter your PYAMU email Username and
Password

Make sure PVAMU is selected

Clean Access

Welcome to PVAMU Wireless Network Service

Username
Password
O Guest Login

@PVAMJ‘v\
Continue |

FPlease prowide your Praine View usemame and password to access this network

Prowvider

Click Continue

Click Launch Cisco NAC Windows

Agent 4.9.0.33 (for some computers, a
yellow tab might pop up above the screen,
click on the tab and select allow access)

Wetwork Sacurity Notices: This network s protected by a Cise NAT Appliance Agent, 3 component of the Cisc NAC Appliance Sulte. The Agent
engires that your computer meets the requirements for accessing this nstwork, &nd helps you keep your computer senure and up-to-date.

Please use the Agent o log In to the network.

IF you don't have the Agent software yet, download it by clicking the button below. After downloading the nstallation file, run it to complete the
installation

1F you have lready downloaded and installed the Agent, please close this wingaw and right-click the Agent lcon In the system tray and choose
Login from the menu. Please entar your PYAMU email usemame and passwond in tha login windaw,

([ Comh Cont WA Wedews A 47200 )

Notes If you are already running the NAC Agent and you are connected through 2 slower conmection (such as VPN or dial-up), please walt & it
might take a few moments for the Agent to pop up.

6. Click Next

i Cisco NAC Agent - InstallShield Wizard

Welcome to the InstallShield Wizard for Cisco
NAC Agent 4.7.2.10

The InstallShield{R) Wizard will install Cisco NAC Agent
4.7.2.10 on your computer, To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

[ Next > Cancel |

) |

7. Select | accept the terms in the license agreement

8. Click Next to continue

- InstallShield Wizard

i& Cisco NAC Agent

License Agreement
Please read the following license agreement carefully.

End User License Agreement

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
CAREFULLY. DOWNLOADING, INSTALLING OR USING CISCO OR CISCO-
SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

ICISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD
IOF CISCO SYSTEMS, INC. (“CISCO™) IS WILLING TO LICENSE ITS SOFTWARE TO
'YOU ONLY UPON THE CONDITION THAT ¥OU ACCEFT ALL OF THE TERMS
(CONTAINED IN THIS END USER LICENSE AGREEMENT PLUS ANY ADDITIONAL
LIMITATIONS ON THE LICENSE SET FORTH IN A SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE

'@I accept the terms in the license agreement Print
(1 do not accept the terms in the license agreement
[ <Back |[ MNext> | [ Cancel ]




9. Select Complete

10. Click Next

11. Click Install

12. Please wait while Install Shield Wizard

installs Cisco NAC Agent (DO NOT
CLICK CANCEL)

13. Click Finish (your Cisco agent has
been installed)

Please continue to next page.

i) Cisco NAC Agent - InstallShield Wizard,

Setup Type '\.

Choose the setup type that best suits your needs.
Please select a setup type.
(&) Complete

A All program Features wil be installed. (Requires the most disk
space.)

) Custom

ILF Choose which program features you want installed and where they
[ will be installed. Recommended for advanced users.

[ <Back || MNext> | [ Cancel I

i Cisco NAC Agent - InstallShield Wizard

Ready to Install the Program
The wizard is ready ta begin installation,

Click Install ko begin the installation.

1F you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

i& Cisco NAC Agent - InstallShield Wizard

Installing Cisco NAC Agent
The program features you selected are being installed.

]  Please walt while the InstaliShield Wizard installs Cisca NAC Agent . This
may take several minutes.
Status:

Starting services

(I S O LT |

5 Cisco NAC Agent - InstallShield Wizard [X]

InstallShield Wizard Completed

The InstaliShield YWizard has successfully installed Cisco NAC
Agent . Click Finish to exit the wizard,

[rmsn ]




**READ INSTRUCTIONS ALL THE WAY THROUGH™**

Execute the Client

Once the Clean Access (NAC) Agent is installed, you will be prompted to log in again.

1. Enter your PVAMU email User Name and [y

Password ’-F
2. Click Log In ;

N ir
cisco Cisco NAC Agent Username:

M Remember Me

.
The Clean Access Agent will scan your

computer to verify that you have proper virus
protection and the latest Windows Updates.

I F YO U R CO M P UTE R DO ES satisfies all of the requirements,

you will be prompted to read and accept the PVAMU N etwork Usage Policy.

1. CI|Ck Accept #~ Cisco NAC Agent
(or press Continue if it appears)

Access to the network requires that you view and accept the following Network
Usage Policy

2. You are successfully logged in to the

network.

#2 Cisco NAC Agent

"l"'lé’r
cisco Cisco NAC Agent

3. Click OK.

The Clean Access (NAC) Agent icon will appear in
your System Tray (near the clock). You are now
connected to the campus network and may use the
Internet and other network services.

If you are still not connecting to the network,
please go to the next page.




IF YOUR COMPUTER DOES NOT meet the security

reguirements necessary to grant you access to the P VAMU network, you will be given
Temporary Access to the network to correct the prob lem for only 4 hours. This type of
access limits your network connection to sites and services that allow you to correct
these security issues.

# Cisco NAC Agent
alie |Il’-
CISCO o NAC Agent

1. Click Show Details &9 Temporary Network Access 03:59:50 left

There I8 al least one mandatory reguirement failing. You are required to update your system
Dafore you can SEtEss It nedwodk

| Show Datails

The Security Compliance Summary indicates # Cinco NAC Agent
those programs that are either missing, or need to ,,|...|!F
be updated on your computer. Instructions on how [FEEL S ElERt L

to satisfy these requirements will be provided later
in this packet

Security v
Scan Result Reguirement Name
2. Click Hide Details to return to the g“*“"““’” Aniive e
Mandatory  Anti-Virus_Definition_Out_Of_Date
Temporary Network Access screen and O Wandtoy  AntSipware_Not_instal

minimize the screen (Do not close it) D Nty Aot Spyite ol LD

@ Mandatory  WindowsXP_HolFix_Not_Up_To_Dats

Anti-Virus & Spyware Not Installed

If your computer does not have a supported antivirus or spyware program, you will be prompted
to install a free PVAMU copy of McAfee anti-virus software

1. Open ainternet browser and go to www.downloads.pvamu.edu

2. Loginwithyour PVAMU email User Name ——
anc?P O)I{d Connect to downloads. pyamu.edu E]@

3 Cl k OK The server downloads, pyamu, edu at downloads, pyamu, edu
. IC :
requires a username and password.
I
User Name: =— | 7 sistevenson - |

Password: _’ ! ........l |

[l remember my password

[ Ok ] [ Cancel ]




4. Click on Virus Tools

DDDD!DDDD

[ Blackberry 4.6

ED FTP Client

=] Tools

|1 viewmail Cutiook
|l virus Tools

[ vow

v

B i

L1 ezciearexe

5. Click on Home_Use

# Rename Delete

LJ'J Home_Use |
D |Eﬂ University_Cwned_Computers

|i-“1 Installing McAfee Antivirus and Spyware Software pdf

D |@| Irlstall\rlg McAfee Antivirus Software.| pdf

6. Click on Students

Name &

O |lJ Faculty_Staff ‘
9 srs

7. Click McAfee 8.7i

Qo st 5o

O ||_I|| Mac 05

L Metee 87

01| meafee Antispyware

Dﬁ Students McAfee Security Software for Home Use-Anti-Spyware& Virus Scan.pdf



8. Select VSE870LMLRP2.zip
and Double Click

+ MewFolder = Remame g Delete
Upload Hew Folde Ri o Delet

[ i vses7oLmiRe zip

(Depending on your computer version you will either see a File Download screen pop up that
will ask you to save the file to your Desktop , or there will be a Download Screen at the
bottom of your screen that you must click after its prompts you that your download is complete)

e - e e e |

Eile Download - @ | & eritosyydoveniDads sy sdu s 20T oals Harme. Uie S serm WA Fes B i)

Do you want to open or save this file?

Hame -

[Iii. Mame: WSESTOLMLRPZ.zip .o
Type: Compressed (zipped) Folder, S1.9ME O R
From:  downloads, pwamo, edu

[ Open J’_ Save ]L Cancel J

Alwaps ask before opening thiz type of file

harm your computer. [Fyou dao nat st the source, da not open ar
save this file, What's the risk? s s e g i e N A AT A A

@ ‘while files from the Interet can be uzeful, some files can patentially

£y WESEETIL LR (Flap -
B pEan e aa s

9. On the same internet browser you
were using, go back one page where
it showed McAfee 8.7i and click the
one below it that says McAfee

Name -
L0 Macos
[ L4 Mcafe= 8.7i

AntiSpyware -
pyW | n__H McAfee AntiSpyware
| |:| ? Students McAfee Security Software for Home Use-Anti-Spyware& Virus 5car|.pE
tnnanceds
bals
. @ Upload 4 HewFolder . Rename 7 Delete
10. Select ASEM870LALL.zip and
Double Click to download o Name =




Un-Install Software on Your Computer

If you have un-licensed or un-supported antivirus software on your computer you must uninstall
the software before installing any other antivirus software including the university’s free version
of McAfee for students. Go to your Control Panel and go to Program (Uninstall Programs)

Install McAfee Anti-Virus Module

1. Find and open the
VSE870LMLRP2 folder that you
downloaded

2. Click on the SetupVSE

Compressed (zipped) Folders Warning [g|

. Thiz application may depend an other compressed
3. A Compressed (zipped) Folders fless in this folder.

screen will pop up. Click on Extract all Vr the application ta run praperly, it is recammendsad

that you first extract all files.

[ Extract al ][ Run ][ Cancel

4. On the next screen make sure show
extracted files when complete is checked s BB
and click Extract o]

Select a Destination and Extract Files

/] Show extracted files when complete

5. Once the‘files are ex.tracted,anev.v @ 5
e e s e (=€ € © ¢ ¢ ¢ o ¢/
e ¢ ¢ e e e » MO
1)

7
an
1 g
ia

&

RS

E1
H




6. It will ask to disable Windows

Defender, Click Yes

7. Click on Run

8. Click on Next

9. Where it says 1 year subscription change
to Perpetual

10. Click on | accept terms in the license
agreement then click OK

VirusScan S5etup

It is recommended that the Following product{s) be removed:

Windows Defender

Would wou like to da so now?

Yes |

Mo

File Download - Securi

Do you want to run this file?

-

Hame: Setu.exe
Pubisqer: McAfee, Inc.
Type: Applicatior

While fies from the ntemet czn be useful, this file type can

potertially ham your computer. Orby nun saftware fom aublishers
yourtrast. What's the nsk?

0

M Af . Mchfee VirusScan Enterprise Setup
t ee This setup aiza-d indkak: Mofies - asica™ Encarzrise b yous servsr o workstatizn,
Praven Security” Jefore onznung, e r=comenc tha: o r=iizw erescrefor 3 descplior 0°

arzdik feanrras, ar overdzw of product syster req_ireets, a-dknoan s3uzs "o
hsrzkzs

v 3

McAfee Licensing

McAfee’

McAfee End User License Agreement

Licerse expiy type
| Perpeatual -
~

End User Licence Agreement

Select location where purchased and used:

| | United States [default for use in LUIS)

MOTICE TO ALL USERS: PLEASE READ THIS CONTRACT CAREFULLY. BY
CLICKING THE ACCEFT BUTTOR QR INSTALLING THE SOFTWARE, vOU (EITHER
AR IMDIMIDUAL OR A SINGLE EMTITY) AGREE THAT THIS AGREEMENT IS
ENFORCEABLE LIKE ANYWRITTEMN CONTRACT SIGNED BY YOLULIF ¥OU DO NOT
AGREE TO ALL THE TERMS OF THIS AGREEMENT, CLICK QN THE BUTTON THAT
INDICATES THAT YOU DO NOT ACCEPT THE TERMS OF THIS CONTRACT AND
DO MOT INSTALL THE SOFTWARE.

1. Definitions

aSoftware" means (a) all ofthe contents ofthe files, diskis), CD-ROM(s) or other
media {including electronic media) with which this Agreement is provided or such

(&)1 accept the temms in the license agreement )

() 1 do not aceept the terms in the license agieement

~




Select Setup Type

13 McAfee VirusScan Enterprise Setup
McAfee'
&l the Full set of Features that includes the Console, On-Access
Scanner, E-mail Scanner, On-Demand Scanner, Amda!e, Buffer

11. SeleCt Typlcal and CIICk NeXt T Derfion eratection, and Camnand Line Scanner. 1f you ae inszaling

- to a server, Alert Manager can also
Enterprise

ver. 8.6/ O Custom
Installs a selected set of Features that indudes a partial set or all of
the features inchuded in a Typical installation. You can also use the
custom option to install Alert Manager to a warkstation.

AntiVirus

Install To
C:\Program Files\McAfee\VirusScan Enterprise!,

Browse. ..

& McAfee VirusScan Enterprize Setup

Select Access Protection Level
McAfee

12. Selected Standard Protection and

o&55 Protection rues bo protect some criticsl settings and
I - k N VirusScan® Li;;hF:‘:n m;dﬂhca(ior:, but gererally alows installation and execution of
CliC ext Enterprise = sahvsee.

) Masirum Protection

Enables Access Protéction rubss bo protect most critical settings and
filees From modification, but slso impacts your sbiity to install legiinate
sobware, To install software when these ndes are enabled, we
recommend that you disable Access Pratection rules before your
instaflation, then enable them again after installation,

[_<Back || _Mext> ][ cConcel |

18 McAfoe VirusScan Enterprise Sctup [5%)

McAfee

Ready Lo install

The wizard Is ready ta begin Installation.

Vi s = IF you want Eo review of chanoe your installation settings, chick Back,
irusScan®

i Enterprise ick Cancel ko exil & wizard,
13. Click Install i ancoiie s the fheatd

ver. 8.57 Click Tnetall b hegin Fhe inskallakion.

= Back Install Cancel

1% McAfee VirusScan Enterprise Setup

M McAfee VirusScan Enterprise setup has
McAfee completed successfully.

Alows you to update your DAT files by running AutoUpdate Now, and

14. After the installation make sure Update o e vurDAT e by i Aotk o, o
Now is checked and uncheck the box LAl - i GO i el
that says Run On Demand Scan and "
click Finish

ver. 8.5¢

akically cmlsfwwd&esoimTﬁbswmrscanermemd
Antivirus dcmrioaﬁs &y avallable update:

[ 1Rrun on-Demand Scan

Examines all local drives For potentialy unweanted files, Problems found sre
logged in the OnDemandscantog.txt file located in the directory
C:\Documents and Settingsiall UsersiApplcation
DataiMcafesiDeskiopProtection),

[_Foeh ]




(NOTE: THIS IS THE LONGEST PART OF THE PROCESS. IT WILL TAKE 15
TO 30 MINUTES TO UPDATE. DO NOT CANCEL DURING THIS

15. When the Blue bar goes all the
way across, the update process is
complete.

16. Click Close when the update is
finished.

Install Anti-Spyware Module

1. Find and open the ASEM870LALL
folder that you downloaded

2. Click on the VSE87MAS file

3. A Compressed (zipped) Folders screen

will pop up. Click on Extract all

Update in Progress

Plomse vt fod updato bo sk,

Blue bar
EFERERRRTRAEGRIADREAORENERS
Vering Mate_ Dol mc 5
Drowsnioading P gCataiog =
Werilyng PhoCatslog z

Cutractinn MupCabalog £

Wiy V2dmdel soa
Froduct{) iy the labest DAT
Wity P IPTIA e

Vet SF_dal mcs.

Uipsdate Firindhesd

Ao chose w28 seconde

Loading update conligustion from: PlglCatalog »end

[ ¢

EE) s
Fie Ede view  Favories  Took  Mel i
seach [ polders [T57]
AT AL T v Bl
MASESIDWt M Packeg Phgfoksloy  Noadee_de  Aradoe_on  Meacdee_ e Feadee fr
s Oz R JE i SRS WY =
=l 2= O =
Readre_th-ch Resdme. 1 VEERGMAS  WSEMASES,
Compressed (zipped) Folders Warning |

Thiz applica

files ir this folder.
Fuar the application to ran properdy, it iz recommended
that pou first

tion may depend on other comprezzed

extract all filez.

[ Ewtract all ][ Run ][ Cancel




4. On the next screen make sure show extracted

files when complete
Extract

is checked and click

5. Once the files are extracted, a new screen will

pop up with the same files. Click on the same file

name VSE87MAS

6. Click Run

7. Click Next

Select a Destination and Extract Files

Files will be extracted to this folder:

C:\Documents and Setmings\gjones35\Desktop\ASEMS7OLALL

[7] Shew extracted files when complete

™

Earsct | | Cancel |

6 ASEMBZOLALL

File Edit Wiew Favorites

B

Took  Help e

D= - - B P [Zrodes [F]- | (K8 o sine

fiddrass B C\Documents and Settings\diones3\Deskiop\ASEME70LALL v Ba

5 B B @ @

MASBTODELM  Packing.lst  Phgcatalog  readme_de-de readme_ervus

€ @€ € € €

readme_es-es readme fr-fr  readme k-t readme jadp readme_kodlr

e @ @€ € ©

readme_nknl  readme_plpl readme_pt-br readme_sv-se readme_zhein

€

readme_zhetw  YSEBTMAS

File and Folder Tasks

9 Miske anew Folder

& Publish this Folder to the
Web

fad Shars this Folder

Other Places

(@ Deskiop

(2} My Documents

:‘ My Computer

W My Netwark Places

Details

File:Download - Security Warning

The publizher could not be verfied. Are pou sure you wanl to
run this software?

Mame: YSESSMAS.Exe
Publishzr: - Unknown Publigher

Tope: - Application

T

Run J [ Canczl

Thizfilz does nct have a vaid digital signacune that venfies ts
publzher. “au thould onby n softwere from publshers von s
How car | dezide what zoftwars bo nn?

v

Mudule v8.5 Inslaller

McAfee

‘wielcome to the Mobfes AniiSp}lware Enterprise Module
2.5 installer.

The wizard allows you to update pour VirusScan
Enterprize product quickly and eazily. This wizard will help
oo o irestall e AnliS pesare Module W enbarce oo
product's capabilities.

Lhick ‘Mest to conbinue, or 'Lancel to guik.

et > Canicel




8. Where it says 1 year subscription
change to Perpetual

9. Click on | accept terms in the
license agreement then click OK

10. Click on Finish

Once the AntiSpyware software is installed
Click Close,

Login to the Clean Access and complete the
verification process

Anti-Virus Definitions Out of Date

The Cisco NAC Agent will automatically update
the antivirus software on the computer.

Click Update

McAfee Licensing

McAfee’

McAfee End User License Agreement

License expiry type:

| Perpetual
-
End User Licence Agreement -~

Select location where purchaszed and used.

vI | United States [default for use in US) b i

MOTICE TO ALL WSERS: PLEASE READ THIS COMTRACT CAREFULLY. BY
CLICKING THE ACCEPT BUTTOR OR INSTALLING THE SOFTWARE, YOU (EITHER
AN IMDIMIDUAL OR A SINGLE ENTITY) AGREE THAT THIS AGREEMENT IS
ENFORCEABLE LIKE AMYWRITTEN CONTRACT SIGHNED BY YOUL IF YOU DO NOT
AGREE TO ALL THE TERMS OF THIS AGREEMENT, CLICK OM THE BUTTOM THAT
IMDICATES THAT YO DO MOT ACCEPT THE TERMS OF THIS COMTRACT AND
DO NMOT INSTALL THE SOFTWARE.

1. Definitions
a"Software" means (a) all ofthe contents ofthe files, disk{s), CD-ROM(s) ar other
media {including electranic media) with which this Agreement is provided ar such Ev sl

(&3 | accept the terms in the license agreement oy
< 2 . ST

| do not accept the terms in the license agresment

-3 Installer

Mobfes AntiS ppware Enterprize Module has been
inzstalled to wour compliter.

For more detailed information, click “iew Log' buttan.

Thank wou for using YirusS can Enterprise software.

Wiew Log

#2 Cisco NAC Agent g':_ gl

CISCi Cisco NAC Agent

8 Temporary MNetwork Access 03:43:39 left

There is atleast one mandatory reguirement failing. You are required 1o update your systerm
hefara you can access the netwark.:

YOUT COMPUTET IS Mot Aunning the 1318 st Anti-Virus: definition for your software, Please

lick the Update button to
Wersion -

updaie your virug d 1o the current




Anti-Spyware Definitions Out of Date

The Cisco NAC Agent will automatically update the 'é';_,.'ég-'. lsco NAC Agent

antivirus software on the computer.

@ Temporary Network Access 03:59:40 left

Click Update

There |5 at least one mandatory requirement falling. Yol are required to update your system
hefore you can actess the network.

(SoTolinc ] (siin]

Windows Updates

If you receive the following error message,  Cic MNOC Aot EER

you do not have Windows configured to .;I:.ul:,,' flo oo
cisco” Cisco NAC Agent

automatically download updates. If automatic

updates is enabled, but there are updates that
must be downloaded,

There |s atleast one mandatory requirement failing. You are required to update your system
hefare you can access the network.

Click Go To Link i

The user is directed to the Windows Update
WebSIte . Remediating System

Once the Windows update are complete
Click Close

wicrmiet1 Wi Up e - BECros) nieme Expirer

o 2
3 WE T e @) S-5E 8

Restart the computer T e 2 T
| i windows — il

Login to Clean Access and complete the e J“j“’"’

verification process. = done,

sl

K &




Un-Install Software on Your Computer

If you have un-licensed or un-supported antivirus software on your computer you must uninstall
the software before installing any other antivirus software including the university’s free version
of McAfee for students.

Validation Checks

If your computer does not meet the security # clica NAC Awert

requirements necessary to grant you access -;l";;ig IPRAC noert

to the PVAMU network, you will be given

Temporary Access t0 the network to Correct [y eer feeess A
the problem for only 4 hours . This type of Do can ecormma ey
access limits your network connection to (e} {_shewDenie_)

sites and services that allow you to correct
these security issues.

Instructions for each requirement needing to
be met will be given so that you can easily
update your computer and get onto the
network.

Click Show Details

The Security Compliance Summary Edkisn i ot Eo&
. . . ’ About
mqllcfates those programs that are either Q o NAC Agent

missing, or need to be updated on your

computer
You can refer to www.pvamu.edu/its for e

available instructions. @ Mandatory  Ant-Virus_Definition_Out_Of_Date

@ Mandatory  Anti-Spyware_Not_install
@Mandatﬂw Anti-Spyware_Out_Of_Date

Click Hide Details to return to the @ andatoy_ WintowsH®_ ot Not_Us_To_Date
Temporary Network Access screen [rige

System Check Co




¥ Cinco NAC Agent

Click Repair and follow the on-screen 'é'.';é':';-viscomc Agent

instructions to satisfy the requirements. €9 Temporary Network Access 03:00:60 lot

There is at least VA You are requirad 10 update your system
_ﬁ‘l"ﬂ_l{-! Access M network




