Clean Access - Getting Started Guide - Win XP

Before you begin you will need the data encryption key code. Check your email or call the
Helpdesk at 936-261-2525 to obtain the key code. You will also need to remove any unlicensed
anti-virus software from your computer.

Connecting to the PVAMU Wireless Network
If you were previously connected to the PVAMU Wireless Network
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Before installing the Clean Access Agent

Un-Install Software on Your Computer

If you have un-licensed or un-supported antivirus software on your computer you must uninstall
the software before installing any other antivirus software including the university’s free version of
McAfee for students.
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Installing the Clean Access Agent

Authentication

Open an Internet Browser window; you will
be redirected to the PVAMU Wireless
Clean Access

Enter your PVAMU email Username and
Password

Provider: select PVAMU is selected

Click Continue

Client Download

Click Launch Cisco NAC Windows
Agent 4.7.2.10

Click NEXT

Select | accept the terms in the license
agreement

Click Next to continue

Clean Access

Welcome to PVAMU Wireless Network Service

Username
Password

O Guest Login

OPVAMUw__

Please prowide your Prame View username and password to access this network

Prowider

Network Security Notice: This network is protected by a Cison NAC Appliance Agent, a component of the Cisco NAC Appliance Suite. The Agent
ensures that your computer meets the requirements for accessing this network, and helps you keep your computer seoure and up-to-date.

Please use the Agent to log in to the netwerk.

1f you don't have the Agent software yet, download it by clicking the button below. After downloading the installation file, run it to complete the
installation.

1F you have already downloaded and installed the Agent, please dose this window and right-click the Agent icon in the system tray and choose
Login from the menu. Please enter your PYAMU email usemame and password in the login window.

Launch Cisco NAC Windows Ageat 47 210

Note: If you are already running the NAC Agent and you are connected through a slower connection (such as VPM or dial-up), please wait a5 it
might take a few moments for the Agent to pop up.

welcome to the InstallShield Wizard for Cisco
NAC Agent 4.7.2.10

The Instalishield{R) Wizard will install Cisco NAC Agent
4.7.2.10 on your computer, To continue, click MNext,

WARMING: This program is protected by copyright lawe and
international treaties.

[ Next > ] l Cancel J

i& Cisco NAC Agent - InstallShield Wizard 3

i Cisco NAC Agent - InstallShield Wizard

Please read the Following license agreement carefully.

End User License Agreement

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
CAREFULLY. DOWNLOADING, INSTALLING OR USING CISCO OR CISCO-
SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC. ORITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD
OF CISCO SYSTEMS, INC, (“CISCO™) IS WILLING TO LICENSE ITS SOFTWARE TO
YOU ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
CONTAINED IN THIS END USER. LICENSE AGREEMENT PLUS ANY ADDITIONAL
LIMITATIONS ON THE LICENSE SET FORTH IN & SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE

v

,@ 1 accept the kerms in the license agreement
()1 do not accept the terms in the license agreement

<Back J[ Next> ][ cancel

License Agreement ‘ 1]
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Select Complete

Click Next

Click Install

Please wait while InstallShield Wizard
installs Cisco NAC Agent

DO NOT click Cancel

Click Finish

After Cisco is installed, restart your
computer. After you restart, it could take
between 5-10 minutes for Cisco NAC to
load and ask you to login. The wait time
depends on your personal computer's
speed and how many things load when
Windows starts. Be patient. If nothing
happens after 10 minutes, right-click the
Cisco NAC Agent icon on the taskbar. Be
sure "Popup Login Window" is checked.

i Cisco NAC Agent - InstalShield Wizar. [x]
Setup Type \

Choose the setup type that best suits your needs.
Please select a setup type.

() Complete
ﬁ All program Features will be installed. (Requires the most disk
! space.

) Custom

Choose which program Features you want installed and where they
wiill be installed. Recommended for advanced users.

[ < Back ][ Next > | [ Cancel ]

i& Cisco NAC Agent - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard.

| < Back [l Install ] Cancel |

i@ Cisco NAC Agent - InstallShield Wizard

Installing Cisco NAC Agent ‘

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Cisco NAC
Agent . Click Finish to exit the wizard.

Finish

The program features you selected are being installed. ‘ |
(7] Please wait while the InstaliShield Wizard installs Cisco NAC Agent . This
I may take several minutes.
Status:
Starting services
(NNRRRNNRRNNRRNRRAN WARRRRRANN [TTIIT] [TITIT] [T}
& Cisco NAC Agent - InstallShield Wizard (X
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Execute the Client

Once the Clean Access (NAC) Agent is installed, you will be prompted to log in again.

Enter your PVAMU email User Name and
Password

Server: Select PVAMU
Click Log In

The Clean Access Agent will scan your
computer to verify that you have proper virus
protection and the latest Windows Updates.
If your computer satisfies all of the
requirements, you will be prompted to read
and accept the PVAMU Network Usage
Policy.

Click Accept

You are successfully logged in to the
network.

Click OK.

The Clean Access (NAC) Agent icon will
appear in your System Tray (near the clock).
You are now connected to the campus
network and may use the Internet and other
network services.

# Cisco NAC Agent

il
cisco Cisco NAC Agent Usemane:

Password:

B Remember Me
Server: PVAMU

Reset

# Cisco NAC Agent
,ﬂ.,ﬂ.y'!!l!!!lllllll'."'————
cisco Cisco NAC Agent

LN Temporary Network Access

Access to the network requires that you view and accept the following Network
Usage Policy

M 114 Policy Terms an

# Cisco NAC Agent

.llmll.
cisco Cisco NAC Agent

MAC Process Completed
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Validation Checks

If your computer does not meet the security
requirements necessary to grant you access
to the PVAMU network, you will be given
Temporary Access to the network to correct
the problem for only 4 hours. This type of
access limits your network connection to
sites and services that allow you to correct
these security issues.

Instructions for each requirement needing to
be met will be given so that you can easily
update your computer and get onto the
network.

Click Show Details

The Security Compliance Summary
indicates those programs that are either
missing or need updated on your

Please refer to www.pvamu.edu/its for
available instructions.

Click Hide Details to return to the
Temporary Network Access screen

Click Repair and follow the on-screen
instructions to satisfy the requirements.

# Cisco NAC Agent

-lll-lll- )
cISco sco NAC Agent

=X

Concel  Aboud

03:59:50 left

Q” Temporary Metwork Access

There ks at leasi one mandatory requirement falling. You are required to update your system
BEOrE yOuU CN ACCHSE e Notwork

t-’Rezau'l' Shaw Details

# Cisco NAC Agent

.llmllu,_
cisco Cisco NAC Agent
@ Temporary Network Access 03:59:51 left

Compliance
Scan Result Requirement Name

@ Mandatory  Anti-Virus_Not_install

@ Mandatory  Anti-Virus_Definition_Out_0f_Date
@ mandatory  Anti-Spyware_Not_install

@ Mandatory  Anti-Spyware_Out_Of_Date

@ Mandatory  WindowsXP_HotFix_Not_Up_To_Date

#F Cisco NAC Agent

.llmlh
CISCO sco NAC Agent
(” Temporary Metwork Access 03:59:50 left

There ks at l8ast one mandatory requirement falling. You are required 1o update your system
before you can access the network

(@S

Cancal  About

tfnezau'l| Shavw Ditails
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Anti-Virus Not Installed

If your computer does not have a supported
antivirus program, you will be prompted to
install a free PVAMU copy of McAfee anti-
virus software.

Click Go To Link. You will be redirected to
the ITS Antivirus Tools webpage.

http://pvamu.edu/antivirustools

The Antivirus Tools webpage allows you to
download McAfee Antivirus and Spyware
software.

Students:

Click McAfee for Student Home Use
Follow the instructions to install McAfee
Antivirus and Spyware software

Faculty:

Click McAfee for Faculty & Staff Home
Use

Follow the instructions to install McAfee
Antivirus software.

You will be asked to enter your PVAMU
email Username and Password

Once the Anti Virus software is installed
Click Close

Restart the computer

Login to Clean Access and complete the
verification process.

Anti-Virus Definitions Out of Date
The Cisco NAC Agent will automatically
update the antivirus software on the
computer.

Click Update

# Cisco NAC Agent

alar]ia
cusc' so NAC Agent

€9 Temporary Network Access 03:59:15 left

There I= at l2as! one mandatory requirement failling. You are required to update your system
before you can access the network.

“Your system does not have antl-virus software installed. Please click the "Go To Link™
bution to proceed.

Remediating System

¥} PRAIRIE VIEW A&M

b ot Teras AR

¥irus Tools Universty runed Computers
{Far Systems Admestrators Griy)
Got Al Sppywars protction  yhara ta gatit Instnactions

Faculty/Staff Home Computers Windows Detendar Windows Defender Installation

Nt halg? Contact the TTS Helpdesk 936-261- 2525

Connect to downloads. pvamu.edu

The server downloads. pvamu.edu at downloads. pvamu. edu
requires a username and password.

USEF NAME! e | €3 sistevensaon - |
Password: el | sessnes |

[ Iremember my password

I Ok ] [ Cancel ]

#7 Cisco NAC Agent EoE

Cencel  Abouk

@ Temporary Metwork Access 03:43:39 left

There ig at least one mandatory requirement failing. You are required to update your system
hefore you can access the network,

“four computer is not running the latest Anti-Virus definition for your software. Please
click the Update button o i update your virus it 1o the current
version

Remediating Systern
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Anti-Spyware Not Installed

If your computer does not have a supported
Anti- Spyware program, you will be prompted
to install a free PVAMU copy of Anti-
Spyware software.

Click Go To Link. You will be redirected to
the ITS Antivirus Tools webpage.

(www.pvamu.edu/its/antivirustools)

The Antivirus Tools webpage allows you to
download McAfee Antivirus and Spyware
software.

Students:

Click McAfee for Student Home Use
Follow the instructions to install McAfee
Antivirus and Spyware software

Faculty:

Click Windows Defender Installation
Follow the instructions to install Windows
Defender Anti-Spyware software.

You will be asked to enter your PVAMU
email Username and Password

Once the Antivirus software is installed
Click Close,

Login to the Clean Access and complete the
verification process.

Anti-Spyware Definitions Out of Date
The Cisco NAC Agent will automatically
update the antivirus software on the
computer.

Click Update

# Cisco NAC Agent

1ﬂld|h‘!!!!!!lll
cisc isco NAC Agent

8 Temporary Network Access

03:58:10 left

There is atleast one mandatory requirement failing. You are required to update your system

before you can access the network.

Your system does not have Anti-Spyware software installed. Please
Link" button to proceed.

Remediating System

click the "Go To

Mcafer Security Software

Faculty/Staft Home Computers Wirus Tagls

Gt Anti- Sprywars protection
far:

Faculty/Staff Home Computers

requires a username and password.

NOTE: Thesa ks wil Only WOrk f0r JUIMENDCIta FVAML Faculty, SSaff and StUDents of FYAML,

T T

The server downloads, pvamu.edu at downloads. pwamu. edu

Universicy Ownad Compaters
{Far Systems Admivstrators Criy]

Enstrctions

Windows Detender Installation

LISEr NAME: e | 7 sistevenson

|

Password: el | sssssns

[Iremember my password

Cancel ]

o< JI

# Cisco NAC Agent

€9 Temporary Network Access

03:43:39 left

There is at least one mandatory requirement failing. You are required to update your system

hefare you can access the network.

“our computer is not running the |atest Anfi-Virus definition for your software. Please
click the Updaie button o automatically updaie your virus definitions io the current
wversion
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Windows Updates

If you receive the following error message,
you do not have Windows configured to
automatically download updates. If
automatic updates is enabled, but there are
updates that must be downloaded,

Click Go To Link

The user is directed to the Windows Update
website.

Once the Windows update are complete
Click Close

Restart the computer

Login to Clean Access and complete the
verification process.

# Cisco NAC Agent

N —
cisco Cisco NAC Agent

@ Temporary Network Access 03:59:40 left

There Is at least ane mandatory requirement failing. You are required to update your system
Befare you tan access the network.

Remediating System
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